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I hereby declare that I am: 

□ the owner of the small business concern identified below: 

IS an official of the small business concern empowered to act on behalf of the concern identified below: 
NAME OF CONCERN: Trilithic, Inc. 

ADDRESS OF CQNCERnT9202 E. 33rd. Street Indianapolis, Indiana 46236 



I hereby declare that the above-identified small business concern qualifies as a small business concern as defined in 
13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d), for purposes of paying reduced fees under Section 41(a) and (b) 
of Title 35, United States Code J in that the number of employees of the concern, including those of its affiliates, does 
not exceed 500 persons. For purposes of this statement, (1 ) the number of employees of the business concern' is the 
average over the previous fiscal year of the concern of the persons employed on a full-time, part-time or temporary 
basis during each of the pay periods of the fiscal year, and (2) concerns are affiliates of each other when either, 
directly or indirectly, one concern controls or has the power to control the other, or a third party or parties controls or 
has the power to control both. 

I hereby declare that rights under contract or law have been conveyed to and remain with the small business concern 
identified above with regard to the above identified invention described in: 

□ the specification filed herewith with title as listed above, 
the application identified above. 

□ the patent identified above. 



If the rights held by the above-identified small business concern are not exclusive, each individual, concern or 
organization having rights to the invention is listed on the next page and no rights to the invention are held by any 
person, other than the inventor, who could not qualify as an independent inventor under 37 CFR 1.9(c) or by any 
concern which would not qualify as a small business concern under 37 CFR 1.9(d) or a nonprofit organization under 
37 CFR 1.9(e). 
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IS no such person, concern or organization exists. 

□ each such person, concern or organization is listed below. 



FULL NAME 

ADDRESS ^Z^Z^ZZII^Z]^^ 

□ Individual □ Small Business Concern □ Nonprofit Organization 

FULL NAME 

ADDRESS ~ ~ 

□ Individual □ Small Business Concern □ Nonprofit Organization 

FULL NAME 

ADDRESS ~~~~ " - 
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□ Individual □ Small Business Concern □ Nonprofit Organization 



Separate verified statements are required from each named person, concern or organization having rights to the 
invention averring to their status as small entities. (37 CFR 1 .27) 

I acknowledge the duty to file, in this application or patent, notification of any change in status resulting in loss of 
entitlement to small entity status prior to paying, or at the time of paying, the earliest of the issue fee or any 
maintenance fee due after the date on which status as a small entity is no longer appropriate. (37 CFR 1 .28(b)) 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge that 
willful false statements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of 
Title 18 of the United States Code, and that such willful false statements may jeopardize the validity of the application, 
any patent issuing thereon, or any patent to which this verified statement is directed. 
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NEURAL NETWORKS FOR INGRESS MONITORING 

Cross-Reference to Related Applications 

This is a regular utility patent application claiming priority to U. S. 
5 provisional patent application serial number 60/144,678 filed July 20, 1999, the 
disclosure of which is incorporated herein by reference. 

Field of the Invention 

This invention relates the investigation of noise in networks. More 
10 specifically, the invention relates to the identification of the sources of ingress noise into 
networks. It is disclosed in the context of the investigation of noise in community 
antenna television (CATV), or "cable," systems, but is believed to be useful in other 
applications as well. 

15 Background of the Invention 

From the beginning of cable television service in the early 1950 T s until 
fairly recently, the predominant direction of information flow in cable systems has been 
from the headend to the subscriber. However, with the advent of pay-per-view and other 
cable services, it has become important to maintain the integrity of an upstream 

20 communication pathway from the subscriber to the headend to permit the ordering of 
services, and so on. The demand on the upstream communication pathway has 
continuously increased, with the addition of shopping, banking, Internet access, and 
other high-speed data communication services, including telephone services, being 
offered over the so-called "return path" to the headend. The bandwidth of the return path 

25 has been established in the 5 MHz to 42 MHz range. There are a number of sources of 
signal and noise in this frequency band other than return path communication sources. 
These other sources include, but are by no means limited to, amateur radio, citizens' 
band radio, machinery noise, home appliance noise, home computer clock signals, AM 
radio (which actually is slightly below the return path band, but nonetheless a trouble 
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spot), and other electrical artifacts. It is often extremely difficult for the cable technician 
to determine where ingress into the cable system is coming from. 



Summary of the Invention 
5 According to one aspect of the invention, a method of identifying a 

source of ingress into a network includes storing frequency spectra of known sources of 
ingress, comparing the frequency spectrum of ingress to the frequency spectra of known 
sources of ingress, and determining from the comparison which of the frequency spectra 
of known sources of ingress is closest to the frequency spectrum of the ingress. 

10 Illustratively according to this aspect of the invention, comparing the 

frequency spectrum of the ingress to the frequency spectra of known sources of ingress 
and determining from the comparison which of the frequency spectra of known sources 
of ingress is closest to the frequency spectrum of the ingress together include finding an 
optimum solution to the problem of comparison of the frequency spectrum of the ingress 

15 to the frequency spectra of known sources of ingress. 

Further illustratively according to this aspect of the invention, finding an 
optimum solution to the problem of comparison of the frequency spectrum of the ingress 
to the frequency spectra of known sources of ingress includes teaching a neural network 
the frequency spectra of known sources of ingress. 

20 Illustratively, finding an optimum solution to the problem of comparison 

of the frequency spectrum of the ingress to the frequency spectra of known sources of 
ingress includes using a back propagation neural network to find an optimum solution to 
the problem of comparison of the frequency spectrum of the ingress to the frequency 
spectra of known sources of ingress, 

25 Illustratively, teaching a neural network the frequency spectra of known 

sources of ingress and using a back propagation neural network to find an optimum 
solution to the problem of comparison of the frequency spectrum of the ingress to the 
frequency spectra of known sources of ingress together include using a particle swarm 
optimizer to find an optimum solution to the problem of comparison of the frequency 

30 spectrum of the ingress to the frequency spectra of known sources of ingress. 
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Illustratively according to this aspect of the invention, the method further 
includes digitizing the frequency spectrum of the ingress. 

Further illustratively according to this aspect of the invention, comparing 
the thus-digitized frequency spectrum of the ingress to the frequency spectra of known 
5 sources of ingress and determining from the comparison which frequency spectrum of a 
known source of ingress is closest to the thus-digitized frequency spectrum of the ingress 
together include finding an optimum solution to the problem of comparison of the thus- 
digitized frequency spectrum of the ingress to the frequency spectra of known sources of 
ingress. 

10 Illustratively, finding an optimum solution to the problem of comparison 

of the thus-digitized frequency spectrum of the ingress to the frequency spectra of known 
sources of ingress includes teaching a neural network the frequency spectra of known 
sources of ingress. 

Illustratively, finding an optimum solution to the problem of comparison 

15 of the thus-digitized frequency spectrum of the ingress to the frequency spectra of known 
sources of ingress includes using a back propagation neural network to find an optimum 
solution to the problem of comparison of the thus-digitized frequency spectrum of the 
ingress to the frequency spectra of known sources of ingress. 

Illustratively, teaching a neural network the frequency spectra of known 

20 sources of ingress and using a back propagation neural network to find an optimum 
solution to the problem of comparison of the thus-digitized frequency spectrum of the 
ingress to the frequency spectra of known sources of ingress together include using a 
particle swarm optimizer to find an optimum solution to the problem of comparison of 
the thus-digitized frequency spectrum of the ingress to the frequency spectra of known 

25 sources of ingress. 

Illustratively, comparing the frequency spectrum of the ingress to the 
frequency spectra of known sources of ingress includes digitizing the frequency spectra 
of known sources of ingress. 

Illustratively, comparing the thus-digitized frequency spectrum of the 

30 ingress to the thus-digitized frequency spectra of known sources of ingress and 
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determining from the comparison which of the thus-digitized frequency spectra of known 
sources of ingress is closest to the thus-digitized frequency spectrum of the ingress 
together include finding an optimum solution to the problem of comparison of the thus- 
digitized frequency spectrum of the ingress to the thus-digitized frequency spectra of 
5 known sources of ingress. 

Illustratively, finding an optimum solution to the problem of comparison 
of the thus-digitized frequency spectrum of the ingress to the thus-digitized frequency 
spectra of known sources of ingress includes teaching a neural network the thus-digitized 
frequency spectra of known sources of ingress. 

10 Illustratively, finding an optimum solution to the problem of comparison 

of the thus-digitized frequency spectrum of the ingress to the thus-digitized frequency 
spectra of known sources of ingress includes using a back propagation neural network to 
find an optimum solution to the problem of comparison of the thus-digitized frequency 
spectrum of the ingress to the thus-digitized frequency spectra of known sources of 

15 ingress. 

Illustratively, teaching a neural network the thus-digitized frequency 
spectra of known sources of ingress and using a back propagation neural network to find 
an optimum solution to the problem of comparison of the thus-digitized frequency 
spectrum of the ingress to the thus-digitized frequency spectra of known sources of 

20 ingress together include using a particle swarm optimizer to find an optimum solution to 
the problem of comparison of the thus-digitized frequency spectrum of the ingress to the 
thus-digitized frequency spectra of known sources of ingress. 

Illustratively according to this aspect of the invention, comparing the 
frequency spectrum of the ingress to the frequency spectra of known sources of ingress 

25 includes digitizing the frequency spectra of known sources of ingress. 

Further illustratively according to this aspect of the invention, comparing 
the frequency spectrum of the ingress to the thus-digitized frequency spectra of known 
sources of ingress and determining from the comparison which thus-digitized frequency 
spectrum of a known source of ingress is closest to the frequency spectrum of the ingress 

30 together include finding an optimum solution to the problem of comparison of the 
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frequency spectrum of the ingress to the thus-digitized frequency spectra of known 

sources of ingress. 

Illustratively, finding an optimum solution to the problem of comparison 

of the frequency spectrum of the ingress to the thus-digitized frequency spectra of known 
5 sources of ingress includes teaching a neural network the thus-digitized frequency 

spectra of known sources of ingress. 

Illustratively, finding an optimum solution to the problem of comparison 

of the frequency spectrum of the ingress to the thus-digitized frequency spectra of known 

sources of ingress includes using a back propagation neural network to find an optimum 
10 solution to the problem of comparison of the frequency spectrum of the ingress to the 

thus-digitized frequency spectra of known sources of ingress. 

Illustratively, teaching a neural network the thus-digitized frequency 

spectra of known sources of ingress and using a back propagation neural network to find 

an optimum solution to the problem of comparison of the frequency spectrum of the 
15 ingress to the thus-digitized frequency spectra of known sources of ingress together 

include using a particle swarm optimizer to find an optimum solution to the problem of 

comparison of the frequency spectrum of the ingress to the thus-digitized frequency 

spectra of known sources of ingress. 

According to another aspect of the invention, an apparatus for identifying 
20 a source of ingress into a network includes memory for storing frequency spectra of 

known sources of ingress and a device for comparing the frequency spectrum of the 

ingress to frequency spectra of known sources of ingress and determining from the 

comparison which frequency spectrum of a known source of ingress is closest to the 

frequency spectrum of the ingress. 
25 Illustratively according to this aspect of the invention, the device includes 

a device for finding an optimum solution to the problem of comparison of the frequency 

spectrum of the ingress to the frequency spectra of known sources of ingress. 

Further illustratively according to this aspect of the invention, the device 

includes a neural network. The device teaches the neural network the frequency spectra 
30 of known sources of ingress. 



6573-62441 



-6- 

Illustratively, the device includes aback propagation neural network for 
finding an optimum solution to the problem of comparison of the frequency spectrum of 
the ingress to the frequency spectra of known sources of ingress. 

Illustratively, the device further includes a back propagation neural 
5 network to find an optimum solution to the problem of comparison of the frequency 

spectrum of the ingress to the frequency spectra of known sources of ingress. The neural 
network and back propagation neural network together include a particle swarm 
optimizer for finding an optimum solution to the problem of comparison of the frequency 
spectrum of the ingress to the frequency spectra of known sources of ingress. 
10 Illustratively according to this aspect of the invention, the device includes 

a device for digitizing the frequency spectrum of the ingress. 

Further illustratively according to this aspect of the invention, the device 
includes a device for finding an optimum solution to the problem of comparison of the 
thus-digitized frequency spectrum of the ingress to the frequency spectra of known 
1 5 sources of ingress. 

Illustratively, the device includes a back propagation neural network for 
finding an optimum solution to the problem of comparison of the thus-digitized 
frequency spectrum of the ingress to the frequency spectra of known sources of ingress. 

Illustratively, the neural network and back propagation neural network 
20 together include a particle swarm optimizer for finding an optimum solution to the 
problem of comparison of the thus-digitized frequency spectrum of the ingress to the 
frequency spectra of known sources of ingress. 

Illustratively, the device includes a device for digitizing the frequency 
spectra of known sources of ingress. The memory includes a memory for storing the 
25 thus-digitized frequency spectra of known sources of ingress. 

Illustratively, the device includes a device for finding an optimum 
solution to the problem of comparison of the thus-digitized frequency spectrum of the 
ingress to the thus-digitized frequency spectra of known sources of ingress. 

Illustratively, the device includes a neural network. The device teaches 
30 the neural network the thus-digitized frequency spectra of known sources of ingress. 
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Illustratively, the device further includes a back propagation neural 
network for finding an optimum solution to the problem of comparison of the thus- 
digitized frequency spectrum of the ingress to the thus-digitized frequency spectra of 
known sources of ingress. 
5 Illustratively, the neural network and back propagation neural network 

together include a particle swarm optimizer for finding an optimum solution to the 
problem of comparison of the thus-digitized frequency spectrum of the ingress to the 
thus-digitized frequency spectra of known sources of ingress. 

Further illustratively according to this aspect of the invention, the device 
10 includes a device for finding an optimum solution to the problem of comparison of the 
stored frequency spectrum of the ingress to the thus-digitized frequency spectra of 
known sources of ingress. 

Illustratively, the device includes a back propagation neural network for 
finding an optimum solution to the problem of comparison of the frequency spectrum of 
15 the ingress to the thus-digitized frequency spectra of known sources of ingress. 

Illustratively, the neural network and the back propagation neural network 
together include a particle swarm optimizer for finding an optimum solution to the 
problem of comparison of the frequency spectrum of the ingress to the thus-digitized 
frequency spectra of known sources of ingress. 
20 According to another aspect of the invention, a method of establishing 

ingress into a network includes developing a first frequency spectrum indicative of the 
condition of the network at a first time during the operation of the network, developing a 
second frequency spectrum indicative of the condition of the network at a second, later 
time, comparing the second frequency spectrum to the first frequency spectrum, and 
25 determining from the comparison a condition of the network at the second time. 

Illustratively according to this aspect of the invention, the at least one first 
frequency spectrum indicative of the condition of the network at a first time during the 
operation of the network includes multiple first frequency spectra indicative of the 
condition of the network at multiple first times during the operation of the network, and 
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the multiple first frequency spectra are combined prior to comparing the second 

frequency spectrum to the combined first frequency spectra. 

Further illustratively according to this aspect of the invention, the first 

frequency spectrum or the combined first frequency spectra indicative of the condition of 
5 the network at multiple first times during the operation of the network include a first 

frequency spectrum or combined first frequency spectra indicative of a baseline 

condition of the network. 

Additionally illustratively according to this aspect of the invention, 

comparing the second frequency spectrum to the first frequency spectrum or combined 
10 first frequency spectra and determining from the comparison the condition of the 

network at the second time together include finding an optimum solution to the problem 

of comparison of the second frequency spectrum to the first frequency spectrum or 

combined first frequency spectra. 

Illustratively according to this aspect of the invention, finding an 
15 optimum solution to the problem of comparison of the second frequency spectrum to the 

first frequency spectrum or combined first frequency spectra includes teaching a neural 

network the first frequency spectrum or combined first frequency spectra. 

Further illustratively according to this aspect of the invention, finding an 

optimum solution to the problem of comparison of the second frequency spectrum to the 
20 first frequency spectrum or combined first frequency spectra includes using a back 

propagation neural network to find an optimum solution to the problem of comparison of 

the second frequency spectrum to the first frequency spectrum or combined first 

frequency spectra. 

Additionally illustratively according to this aspect of the invention, 
25 teaching a neural network the first frequency spectrum or combined first frequency 

spectra and using a back propagation neural network to find an optimum solution to the 

problem of comparison of the second frequency spectrum to the first frequency spectrum 

or combined first frequency spectra together include using a particle swarm optimizer to 

find an optimum solution to the problem of comparison of the second frequency 
30 spectrum to the first frequency spectrum or combined first frequency spectra. 
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Illustratively according to this aspect of the invention, one or the other or 
both of the first and second frequency spectra are digitized at some point during the 
method. 

According to yet another aspect of the invention, apparatus for 
5 establishing ingress into a network includes a device for receiving frequency spectra. 
The device receives at least one first frequency spectrum indicative of the condition of 
the network at a first time during the operation of the network, receives a second 
frequency spectrum indicative of the condition of the network at a second, later time, 
compares the second frequency spectrum to the first frequency spectrum, and determines 
10 from the comparison the condition of the network at the second time. 

Illustratively according to this aspect of the invention, the at least one first 
frequency spectrum indicative of the condition of the network at a first time during the 
operation of the network includes multiple first frequency spectra indicative of the 
condition of the network at multiple first times during the operation of the network. The 
1 5 device combines the multiple first frequency spectra prior to comparing the second 
frequency spectrum to the combined first frequency spectra. 

Further illustratively according to this aspect of the invention, the first 
frequency spectrum or the combined first frequency spectra indicative of the condition of 
the network at multiple first times during the operation of the network include a first 
20 frequency spectrum or combined first frequency spectra indicative of a baseline 
condition of the network. 

Additionally illustratively according to this aspect of the invention, the 
device for comparing the second frequency spectrum to the first frequency spectrum or 
combined first frequency spectra and determining from the comparison the condition of 
25 the network at the second time together include a device for finding an optimum solution 
to the problem of comparison of the second frequency spectrum to the first frequency 
spectrum or combined first frequency spectra. 

Illustratively according to this aspect of the invention, the device for 
finding an optimum solution to the problem of comparison of the second frequency 
30 spectrum to the first frequency spectrum or combined first frequency spectra includes a 
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device for teaching a neural network the first frequency spectrum or combined first 
frequency spectra. 

Further illustratively according to this aspect of the invention, the device 
for finding an optimum solution to the problem of comparison of the second frequency 
5 spectrum to the first frequency spectrum or combined first frequency spectra includes a 
device for using a back propagation neural network to find an optimum solution to the 
problem of comparison of the second frequency spectrum to the first frequency spectrum 
or combined first frequency spectra. 

Additionally illustratively according to this aspect of the invention, the 
10 device for teaching a neural network the first frequency spectrum or combined first 
frequency spectra and using a back propagation neural network to find an optimum 
solution to the problem of comparison of the second frequency spectrum to the first 
frequency spectrum or combined first frequency spectra together include a device for 
using a particle swarm optimizer to find an optimum solution to the problem of 
15 comparison of the second frequency spectrum to the first frequency spectrum or 
combined first frequency spectra. 

Illustratively according to this aspect of the invention, the device includes 
a device for digitizing one or the other or both of the first and second frequency spectra 
at some point during the processing of the one or the other or both of the first and second 
20 frequency spectra. 

Brief Description of the Drawings 

The invention may best be understood by referring to the following 
detailed description and accompanying drawings which illustrate the invention. In the 
25 drawings: 

Fig. 1 illustrates a diagram of hardware for implementing a system 
according to the present invention; 

Figs. 2-5 illustrate graphs useful in understanding the present invention; 

and, 

30 Fig. 6 illustrates a diagram useful in understanding the present invention. 
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Detailed Descriptions of Illustrative Embodiments 

Referring now to Fig. 1, a hardware and data capture system 20 
constructed according to the invention is illustrated. RF information is coupled from a 
cable return path test point 22 directly to a return path spectrum analyzer 24 such as, for 
5 example, the model SST-9580 return path spectrum analyzer available from Trilithic, 
Inc., 9202 East 33rd Street, Indianapolis, Indiana 46236. This particular analyzer 24 
filters out all frequencies above 42 MHz and examines all information from 375 KHz to 
42 MHz. This entire bandwidth is processed with a digital signal processor in analyzer 
24. The resulting data is then formatted for transmission by a secondary microprocessor 

10 in analyzer 24. The data can be recovered from, for example, an adjustable RF telemetry 
carrier, from a PC compatible RS-232C data link 26, or an ethernet link. 

The data is recovered and saved using an IBM compatible 486, 66 MHz 
or faster PC 30 running Windows® 3.1, or later version, software. Also required are 
Trilithic SST Ingress Manager data collection and warning system software, or 

1 5 equivalent, Trilithic SST File Translator binary-to-spreadsheet converter software, or 
equivalent, and Microsoft® Excel® spreadsheet software, or equivalent. The data is 
displayed graphically as well as being saved in a binary format to the PC 30's hard disk. 
Each record is approximately 2 Kbytes in size and contains the entire spectrum of the 
source, as well as additional data related to the spectrum. The spectrum data will be 

20 parsed out into a spreadsheet compatible format. The spreadsheet can then do all of the 
data formatting for neural network processing. 

In the illustrated embodiment of the invention, data to capture includes 
CB signals, AM radio, common path distortion and clean systems, that is, systems which 
do not display CB signal, AM radio, or common path distortion. The ingress manager 

25 software captures 50 samples of each type of disturbance, and writes the 50 samples of 
each to its respective file: CB„50.SST, AM_50.SST, CP_50.SST, and NOISE_50.SST. 
Illustrative sample displays are shown in Figs. 2-5, respectively. The spectral data is 
saved in a 1 12 byte binary format, +70 dBmV to -40 dBmV in one dBmV increments, 
and 375 KHz to 42 MHz in 375 KHz increments. The data ultimately is converted to a 

30 text based 0 to 1 ranged format for the following neural network algorithms. The data is 
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first converted from binary to ASCII. As noted above, Trilithic SST File Translator 
binary-to-spreadsheet converter software, or equivalent, may be used to convert each of 
the above-mentioned CB_50.SST, AM_50.SST ? CP_50.SST, and NOISE_50.SST files 
to a comma delimited ASCII format which can then be imported into the Microsoft® 
5 Excel® spreadsheet software, or equivalent. The data is then mapped from (+30 to -40) 
to (1 to 0) for particle swarm and back propagation algorithm compatibility. These 
algorithms are described later. A useful equation for linear mapping is: 

New = 0.0143 * Old + 0.5714, 
The data samples are then appended for input into a neural network. This 

10 modification is required because the neural network algorithms used herein require 

specific output class definitions for structured supervised learning. This means that data 
input versus output patterns are presented to the network until an acceptable error is 
achieved. Four output classes are defined. A clean system is defined by the class 1000. 
CB interference is defined by the class 0100. Common path distortion is defined by the 

15 class 0010. AM radio interference is defined by the class 0001 . 160 samples, or 80% of 
the 4 X 50 samples total, will be used to train the neural network, with 40 samples 
randomly selected from each data set. The remaining 40 samples, 10 randomly selected 
from each data set, are reserved for testing the neural network. Data are alternated: 
clean; CB; common path distortion; and AM, and repeated. This is done to permit the 

20 particle swarm algorithm to converge more quickly. It is believed that this reduces the 
likelihood that the particle swarm algorithm will identify a local optimum. 

A particle swarm optimizer is an algorithm designed to fly a population of 
"particles," or potential solutions to an optimization problem, through a solution space in 
search of an optimal solution to the problem. It may be analogized to a flock of birds 

25 flying in search of food. When a bird in the flock gets close enough to what appears to 
be food to identify it as food, the entire flock changes course. This continues until food 
is located. The particle swarm optimizer which was implemented in the illustrative 
embodiment was designed to search a solution space for the optimal weights for a back 
propagation neural network. The algorithm provided with Russ Eberhart et al,, 

30 Computational Intelligence PC Tools, 1996 was converted from a DOS-based 
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application (64K or 1M limited) to run under Windows® software, and had its memory 
allocation functions enhanced and its graphic functions deleted. The new source code, 
AISLC is submitted herewith. This permits the program to use the extensive virtual 
memory of Windows® software, and to execute quickly without graphics overhead. 
5 The back propagation neural network implemented in the illustrative 

embodiment comprises a three-layer, fully interconnected, feed forward, biased network. 
With reference to Fig. 6, the circles indicate nodes of the illustrative back propagation 
neural network and the arrows indicate node connection weights. It is evident that not all 
nodes and not all connections are illustrated. 

1 0 The training data was input into a particle swarm optimizer designed to 

output the weights of a back propagation neural network. The particle swarm optimizer 
used 112 input processing elements, 116 hidden processing elements and 4 output 
processing elements. The 112 input processing elements represent the 112 bytes of 
spectral data. The four output processing elements represent the four classes of spectra: 

15 clean; CB noise; common path distortion; and, AM radio noise. The number of hidden 
processing elements was determined by squaring the number of input processing 
elements, squaring the number of output processing elements, adding these two squares, 
and taking the square root. This figure was slightly greater than 112. A few extra 
processing units were added for processing safety, yielding the 1 1 6 figure. 

20 The particle swarm optimizer was run in the global mode with a small 

number of particles, for example, 10 to 15, due to the mass of input data. This permitted 
the entire population to be examined for optimum solutions, rather than a small 
neighborhood of particles. This method yielded a training time reduction. An acceptable 
training sum-squared error of .02 and an acceptable test identification accuracy of 95% 

25 were sought. Both of these objectives were exceeded using the particle swarm optimizer 
run file AISLRUN, which is submitted herewith. 

The particle swarm optimizer was run a total of 6 times and all runs 
converged with an error less than 0.02. Most of the training runs were completed in 
about 10 hours of processing time on an IBM compatible 486, 66 MHz PC 30. The 

30 output file from the particle swarm optimizer, which is the weights of the back 
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propagation network, was input and run using the back propagation algorithm supplied in 
Computational intelligence PC tools, supra. Within seconds, the algorithm 
produced and output the classification file which is submitted herewith.. The *RUN, 
*NET, *WTS, and various other required back propagation files are submitted herewith. 
5 Several of the weight files produced by the particle swarm optimizer were tested and all 
produced similar results. 

In other embodiments of the invention, return path ingress during periods 
of acceptable ingress is collected, and (a) profile(s) of the ingress noise spectrum is (are) 
developed. A single profile may be developed, or multiple profiles may be developed for 

10 different times during the day, such as hourly, or by weekday, Saturday and Sunday, or 
by week or month of the year, and so on. These profiles may be the result of a single 
data collection in a period during which return path performance is acceptable, or may be 
the results of averaging over several data collection periods. The profile(s) may be 
cumulative, being updated, for example, periodically, with current information. In any 

15 event, the return path spectrum at any time can be processed according to the method 
against the collected return path spectral data using a neural net to identify times at 
which ingress is markedly different than the return path spectral data against which it is 
being compared. This embodiment can be used independently of, or in conjunction with, 
the first embodiment. This information can thus be used both to determine the overall 

20 condition of the system and to isolate locations and sources of ingress noise into the 
return path. 

These methods can be implemented using the identified hardware and 
software by the cable technician to identify sources of ingress into a cable system to help 
the cable technician in locating ingress sites and taking corrective action. 
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Claims 

1 . A method of identifying a source of ingress into a network 
including storing frequency spectra of known sources of ingress, comparing the 

5 frequency spectrum of ingress to the frequency spectra of known sources of ingress, and 
determining from the comparison which of the frequency spectra of known sources of 
ingress is closest to the frequency spectrum of the ingress. 

2. The method of claim 1 wherein comparing the frequency spectrum 
of the ingress to the frequency spectra of known sources of ingress and determining from 

10 the comparison which of the frequency spectra of known sources of ingress is closest to 
the frequency spectrum of the ingress together include finding an optimum solution to 
the problem of comparison of the frequency spectrum of the ingress to the frequency 
spectra of known sources of ingress. 

3. The method of claim 2 wherein finding an optimum solution to the 
15 problem of comparison of the frequency spectrum of the ingress to the frequency spectra 

of known sources of ingress includes teaching a neural network the frequency spectra of 
known sources of ingress. 

4. The method of claim 3 wherein finding an optimum solution to the 
problem of comparison of the frequency spectrum of the ingress to the frequency spectra 

20 of known sources of ingress includes using a back propagation neural network to find an 
optimum solution to the problem of comparison of the frequency spectrum of the ingress 
to the frequency spectra of known sources of ingress. 

5. The method of claim 4 wherein teaching a neural network the 
frequency spectra of known sources of ingress and using a back propagation neural 

25 network to find an optimum solution to the problem of comparison of the frequency 
spectrum of the ingress to the frequency spectra of known sources of ingress together 
include using a particle swarm optimizer to find an optimum solution to the problem of 
comparison of the frequency spectrum of the ingress to the frequency spectra of known 
sources of ingress. 
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6. The method of claim 1 further including digitizing the frequency 
spectrum of the ingress. 

7. The method of claim 6 wherein comparing the thus-digitized 
frequency spectrum of the ingress to the frequency spectra of known sources of ingress 

5 and determining from the comparison which frequency spectrum of a known source of 
ingress is closest to the thus-digitized frequency spectrum of the ingress together include 
finding an optimum solution to the problem of comparison of the thus-digitized 
frequency spectrum of the ingress to the frequency spectra of known sources of ingress. 

8. The method of claim 7 wherein finding an optimum solution to the 
10 problem of comparison of the thus-digitized frequency spectrum of the ingress to the 

frequency spectra of known sources of ingress includes teaching a neural network the 
frequency spectra of known sources of ingress. 

9. The method of claim 8 wherein finding an optimum solution to the 
problem of comparison of the thus-digitized frequency spectrum of the ingress to the 

15 frequency spectra of known sources of ingress includes using a back propagation neural 
network to find an optimum solution to the problem of comparison of the thus-digitized 
frequency spectrum of the ingress to the frequency spectra of known sources of ingress. 

1 0. The method of claim 9 wherein teaching a neural network the 
frequency spectra of known sources of ingress and using a back propagation neural 

20 network to find an optimum solution to the problem of comparison of the thus-digitized 
frequency spectrum of the ingress to the frequency spectra of known sources of ingress 
together include using a particle swarm optimizer to find an optimum solution to the 
problem of comparison of the thus-digitized frequency spectrum of the ingress to the 
frequency spectra of known sources of ingress. 

25 11. The method of claim 6 wherein comparing the frequency spectrum 

of the ingress to the frequency spectra of known sources of ingress includes digitizing the 
frequency spectra of known sources of ingress. 

12. The method of claim 1 1 wherein comparing the thus-digitized 
frequency spectrum of the ingress to the thus-digitized frequency spectra of known 

30 sources of ingress and determining from the comparison which of the thus-digitized 
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frequency spectra of known sources of ingress is closest to the thus-digitized frequency 
spectrum of the ingress together include finding an optimum solution to the problem of 
comparison of the thus-digitized frequency spectrum of the ingress to the thus-digitized 
frequency spectra of known sources of ingress. 
5 13. The method of claim 12 wherein finding an optimum solution to 

the problem of comparison of the thus-digitized frequency spectrum of the ingress to the 
thus-digitized frequency spectra of known sources of ingress includes teaching a neural 
network the thus-digitized frequency spectra of known sources of ingress. 

14. The method of claim 13 wherein finding an optimum solution to 

1 0 the problem of comparison of the thus-digitized frequency spectrum of the ingress to the 
thus-digitized frequency spectra of known sources of ingress includes using a back 
propagation neural network to find an optimum solution to the problem of comparison of 
the thus-digitized frequency spectrum of the ingress to the thus-digitized frequency 
spectra of known sources of ingress. 

15 15. The method of claim 14 wherein teaching a neural network the 

thus-digitized frequency spectra of known sources of ingress and using a back 
propagation neural network to find an optimum solution to the problem of comparison of 
the thus-digitized frequency spectrum of the ingress to the thus-digitized frequency 
spectra of known sources of ingress together include using a particle swarm optimizer to 

20 find an optimum solution to the problem of comparison of the thus-digitized frequency 
spectrum of the ingress to the thus-digitized frequency spectra of known sources of 
ingress. 

16. The method of claim 1 wherein comparing the frequency spectrum 
of the ingress to the frequency spectra of known sources of ingress includes digitizing the 

25 frequency spectra of known sources of ingress. 

1 7. The method of claim 1 6 wherein comparing the frequency 
spectrum of the ingress to the thus-digitized frequency spectra of known sources of 
ingress and determining from the comparison which thus-digitized frequency spectrum 
of a known source of ingress is closest to the frequency spectrum of the ingress together 

30 include finding an optimum solution to the problem of comparison of the frequency 
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spectrum of the ingress to the thus-digitized frequency spectra of known sources of 
ingress. 

18. The method of claim 17 wherein finding an optimum solution to 
the problem of comparison of the frequency spectrum of the ingress to the thus-digitized 

5 frequency spectra of known sources of ingress includes teaching a neural network the 
thus-digitized frequency spectra of known sources of ingress. 

19. The method of claim 18 wherein finding an optimum solution to 
the problem of comparison of the frequency spectrum of the ingress to the thus-digitized 
frequency spectra of known sources of ingress includes using a back propagation neural 

10 network to find an optimum solution to the problem of comparison of the frequency 
spectrum of the ingress to the thus-digitized frequency spectra of known sources of 
ingress. 

20. The method of claim 19 wherein teaching a neural network the 
thus-digitized frequency spectra of known sources of ingress and using a back 

15 propagation neural network to find an optimum solution to the problem of comparison of 
the frequency spectrum of the ingress to the thus-digitized frequency spectra of known 
sources of ingress together include using a particle swarm optimizer to find an optimum 
solution to the problem of comparison of the frequency spectrum of the ingress to the 
thus-digitized frequency spectra of known sources of ingress. 

20 21. Apparatus for identifying a source of ingress into a network 

including memory for storing frequency spectra of known sources of ingress and a device 
for comparing the frequency spectrum of the ingress to frequency spectra of known 
sources of ingress and determining from the comparison which frequency spectrum of a 
known source of ingress is closest to the frequency spectrum of the ingress. 

25 22. The apparatus of claim 21 wherein the device includes a device for 

finding an optimum solution to the problem of comparison of the frequency spectrum of 
the ingress to the frequency spectra of known sources of ingress. 

23. The apparatus of claim 22 wherein the device includes a neural 
network, the device teaching the neural network the frequency spectra of known sources 

30 of ingress. 
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24. The apparatus of claim 23 wherein the device includes a back 
propagation neural network for finding an optimum solution to the problem of 
comparison of the frequency spectrum of the ingress to the frequency spectra of known 
sources of ingress. 

5 25. The apparatus of claim 24 wherein the device further includes a 

back propagation neural network to find an optimum solution to the problem of 
comparison of the frequency spectrum of the ingress to the frequency spectra of known 
sources of ingress, the neural network and back propagation neural network together 
including a particle swarm optimizer for finding an optimum solution to the problem of 
10 comparison of the frequency spectrum of the ingress to the frequency spectra of known 
sources of ingress. 

26. The apparatus of claim 21 wherein the device includes a device for 
digitizing the frequency spectrum of the ingress. 

27. The apparatus of claim 26 wherein the device includes a device for 
15 finding an optimum solution to the problem of comparison of the thus-digitized 

frequency spectrum of the ingress to the frequency spectra of known sources of ingress. 

28. The apparatus of claim 27 wherein the device includes a neural 
network, the device teaching the neural network the frequency spectra of known sources 
of ingress. 

20 29. The apparatus of claim 28 wherein the device includes a back 

propagation neural network for finding an optimum solution to the problem of 
comparison of the thus-digitized frequency spectrum of the ingress to the frequency 
spectra of known sources of ingress. 

30. The apparatus of claim 29 wherein the neural network and back 
25 propagation neural network together include a particle swarm optimizer for finding an 

optimum solution to the problem of comparison of the thus-digitized frequency spectrum 
of the ingress to the frequency spectra of known sources of ingress. 

3 1 . The apparatus of claim 26 wherein the device includes a device for 
digitizing the frequency spectra of known sources of ingress and the memory includes a 

30 memory for storing the thus-digitized frequency spectra of known sources of ingress. 
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32. The apparatus of claim 31 wherein the device includes a device for 
finding an optimum solution to the problem of comparison of the thus-digitized 
frequency spectrum of the ingress to the thus-digitized frequency spectra of known 
sources of ingress. 

5 33. The apparatus of claim 32 wherein the device includes a neural 

network, the device teaching the neural network the thus-digitized frequency spectra of 
known sources of ingress. 

34. The apparatus of claim 33 wherein the device further includes a 
back propagation neural network for finding an optimum solution to the problem of 

10 comparison of the thus-digitized frequency spectrum of the ingress to the thus-digitized 
frequency spectra of known sources of ingress. 

35. The apparatus of claim 34 wherein the neural network and back 
propagation neural network together include a particle swaim optimizer for finding an 
optimum solution to the problem of comparison of the thus-digitized frequency spectrum 

15 of the ingress to the thus-digitized frequency spectra of known sources of ingress. 

36. The apparatus of claim 21 wherein the device includes a device for 
digitizing the frequency spectra of known sources of ingress and the memory includes a 
memory for storing the thus-digitized frequency spectra of known sources of ingress. 

37. The apparatus of claim 36 wherein the device includes a device for 
20 finding an optimum solution to the problem of comparison of the stored frequency 

spectrum of the ingress to the thus-digitized frequency spectra of known sources of 
ingress. 

38. The apparatus of claim 37 wherein the device includes a neural 
network, the device teaching the neural network the thus-digitized frequency spectra of 

25 known sources of ingress. 

39. The apparatus of claim 38 further including a back propagation 
neural network for finding an optimum solution to the problem of comparison of the 
frequency spectrum of the ingress to the thus-digitized frequency spectra of known 
sources of ingress. 
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40. The apparatus of claim 39 wherein the neural network and the 
back propagation neural network together include a particle swarm optimizer for finding 
an optimum solution to the problem of comparison of the frequency spectrum of the 
ingress to the thus-digitized frequency spectra of known sources of ingress. 
5 41. A method of establishing ingress into a network including 

developing a first frequency spectrum indicative of the condition of the network at a first 
time during the operation of the network, developing a second frequency spectrum 
indicative of the condition of the network at a second, later time, comparing the second 
frequency spectrum to the first frequency spectrum, and determining from the 
10 comparison a condition of the network at the second time. 

42. The method of claim 41 wherein the first frequency spectrum 
indicative of the condition of the network at a first time during the operation of the 
network includes a first frequency spectrum indicative of a baseline condition of the 
network. 

15 43 . The method of claim 4 1 wherein comparing the second frequency 

spectrum to the first frequency spectrum and determining from the comparison the 
condition of the network at the second time together include finding an optimum solution 
to the problem of comparison of the second frequency spectrum to the first frequency 
spectrum. 

20 44. The method of claim 43 wherein finding an optimum solution to 

the problem of comparison of the second frequency spectrum to the first frequency 
spectrum includes teaching a neural network the first frequency spectrum. 

45. The method of claim 44 wherein finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the first frequency 

25 spectrum includes using a back propagation neural network to find an optimum solution 
to the problem of comparison of the second frequency spectrum to the first frequency 
spectrum. 

46. The method of claim 45 wherein teaching a neural network the 
first frequency spectrum and using a back propagation neural network to find an 

30 optimum solution to the problem of comparison of the second frequency spectrum to the 
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first frequency spectrum together include using a particle swarm optimizer to find an 
optimum solution to the problem of comparison of the second frequency spectrum to the 
first frequency spectrum. 

47. The method of claim 41 further including digitizing the second 
5 frequency spectrum. 

48. The method of claim 47 wherein comparing the thus-digitized 
second frequency spectrum to the first frequency spectrum and determining from the 
comparison the condition of the network at the second time together include finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 

10 spectrum to the first frequency spectrum. 

49. The method of claim 48 wherein finding an optimum solution to 
the problem of comparison of the thus-digitized second frequency spectrum to the first 
frequency spectrum includes teaching a neural network the first frequency spectrum. 

50. The method of claim 49 wherein finding an optimum solution to 
15 the problem of comparison of the thus-digitized second frequency spectrum to the first 

frequency spectrum includes using a back propagation neural network to find an 
optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the first frequency spectrum. 

5 1 . The method of claim 50 wherein teaching a neural network the 
20 first frequency spectrum and using a back propagation neural network to find an 

optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the first frequency spectrum together include using a particle swarm 
optimizer to find an optimum solution to the problem of comparison of the thus-digitized 
second frequency spectrum to the first frequency spectrum. 
25 52. The method of claim 47 wherein comparing the second frequency 

spectrum to the first frequency spectrum includes digitizing the first frequency spectrum. 

53. The method of claim 52 wherein comparing the thus-digitized 
second frequency spectrum to the thus-digitized first frequency spectrum and 
determining from the comparison a condition of the network together include finding an 
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optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the thus-digitized first frequency spectrum. 

54. The method of claim 53 wherein finding an optimum solution to 
the problem of comparison of the thus-digitized second frequency spectrum to the thus- 

5 digitized first frequency spectrum includes teaching a neural network the thus-digitized 
first frequency spectrum. 

55. The method of claim 54 wherein finding an optimum solution to 
the problem of comparison of the thus-digitized second frequency spectrum to the thus- 
digitized first frequency spectrum includes using a back propagation neural network to 

1 0 find an optimum solution to the problem of comparison of the thus-digitized second 
frequency spectrum to the thus-digitized first frequency spectrum. 

56. The method of claim 55 wherein teaching a neural network the 
thus-digitized first frequency spectrum and using a back propagation neural network to 
find an optimum solution to the problem of comparison of the thus-digitized second 

1 5 frequency spectrum to the thus-digitized first frequency spectrum together include using 
a particle swarm optimizer to find an optimum solution to the problem of comparison of 
the thus-digitized second frequency spectrum to the thus-digitized first frequency 
spectrum. 

57. The method of claim 41 wherein comparing the second frequency 
20 spectrum to the first frequency spectrum includes digitizing the first frequency spectrum. 

58. The method of claim 57 wherein comparing the second frequency 
spectrum to the thus-digitized first frequency spectrum and determining from the 
comparison a condition of the network together include finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the thus-digitized first 

25 frequency spectrum. 

59. The method of claim 58 wherein finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the thus-digitized first 
frequency spectrum includes teaching a neural network the thus-digitized first frequency 
spectrum. 
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60. The method of claim 59 wherein finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the thus-digitized first 
frequency spectrum includes using a back propagation neural network to find an 
optimum solution to the problem of comparison of the second frequency spectrum to the 

5 thus-digitized first frequency spectrum. 

61 . The method of claim 60 wherein teaching a neural network the 
thus-digitized first frequency spectrum and using a back propagation neural network to 
find an optimum solution to the problem of comparison of the second frequency 
spectrum to the thus-digitized first frequency spectrum together include using a particle 

1 0 swarm optimizer to find an optimum solution to the problem of comparison of the 
second frequency spectrum to the thus-digitized first frequency spectrum, 

62. The method of claim 41 wherein the at least one first frequency 
spectrum indicative of the condition of the network at a first time during the operation of 
the network includes multiple first frequency spectra indicative of the condition of the 

15 network at multiple first times during the operation of the network, and the multiple first 
frequency spectra are combined prior to comparing the second frequency spectrum to the 
combined first frequency spectra. 

63. The method of claim 62 wherein the combined first frequency 
spectra indicative of the condition of the network at multiple first times during the 

20 operation of the network include combined first frequency spectra indicative of a 
baseline condition of the network. 

64. The method of claim 62 wherein comparing the second frequency 
spectrum to the combined first frequency spectra and determining from the comparison 
the condition of the network at the second time together include finding an optimum 

25 solution to the problem of comparison of the second frequency spectrum to the combined 
first frequency spectra. 

65. The method of claim 64 wherein finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the combined first 
frequency spectra includes teaching a neural network the combined first frequency 

30 spectra. 
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66. The method of claim 65 wherein finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the combined first 
frequency spectra includes using a back propagation neural network to find an optimum 
solution to the problem of comparison of the second frequency spectrum to the combined 

5 first frequency spectra. 

67. The method of claim 66 wherein teaching a neural network the 
combined first frequency spectra and using a back propagation neural network to find an 
optimum solution to the problem of comparison of the second frequency spectrum to the 
combined first frequency spectra together include using a particle swarm optimizer to 

10 find an optimum solution to the problem of comparison of the second frequency 
spectrum to the combined first frequency spectra. 

68. The method of claim 62 further including digitizing the second 
frequency spectrum. 

69. The method of claim 68 wherein comparing the thus-digitized 

1 5 second frequency spectrum to the combined first frequency spectra and determining from 
the comparison the condition of the network at the second time together include finding 
an optimum solution to the problem of comparison of the thus-digitized second 
frequency spectrum to the combined first frequency spectra. 

70. The method of claim 69 wherein finding an optimum solution to 
20 the problem of comparison of the thus-digitized second frequency spectrum to the 

combined first frequency spectra includes teaching a neural network the combined first 
frequency spectra. 

7 1 . The method of claim 70 wherein finding an optimum solution to 
the problem of comparison of the thus-digitized second frequency spectrum to the 

25 combined first frequency spectra includes using a back propagation neural network to 
find an optimum solution to the problem of comparison of the thus-digitized second 
frequency spectrum to the combined first frequency spectra. 

72. The method of claim 71 wherein teaching a neural network the 
combined first frequency spectra and using a back propagation neural network to find an 

30 optimum solution to the problem of comparison of the thus-digitized second frequency 
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spectrum to the combined first frequency spectra together include using a particle swarm 
optimizer to find an optimum solution to the problem of comparison of the thus-digitized 
second frequency spectrum to the combined first frequency spectra. 

73. The method of claim 68 wherein comparing the second frequency 
5 spectrum to the combined first frequency spectra includes digitizing the first frequency 

spectra. 

74. The method of claim 73 wherein comparing the thus-digitized 
second frequency spectrum to the thus-digitized combined first frequency spectra and 
determining from the comparison a condition of the network together include finding an 

1 0 optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the thus-digitized combined first frequency spectra. 

75 . The method of claim 74 wherein finding an optimum solution to 
the problem of comparison of the thus-digitized second frequency spectrum to the thus- 
digitized combined first frequency spectra includes teaching a neural network the thus- 

1 5 digitized combined first frequency spectra. 

76. The method of claim 75 wherein finding an optimum solution to 
the problem of comparison of the thus-digitized second frequency spectrum to the thus- 
digitized combined first frequency spectra includes using a back propagation neural 
network to find an optimum solution to the problem of comparison of the thus-digitized 

20 second frequency spectrum to the thus-digitized combined first frequency spectra. 

77. The method of claim 76 wherein teaching a neural network the 
thus-digitized combined first frequency spectra and using a back propagation neural 
network to find an optimum solution to the problem of comparison of the thus-digitized 
second frequency spectrum to the thus-digitized combined first frequency spectra 

25 together include using a particle swarm optimizer to find an optimum solution to the 
problem of comparison of the thus-digitized second frequency spectrum to the thus- 
digitized combined first frequency spectra. 

78. The method of claim 62 wherein comparing the second frequency 
spectrum to the combined first frequency spectra includes digitizing the combined first 

30 frequency spectra. 
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79. The method of claim 78 wherein comparing the second frequency 
spectrum to the thus-digitized combined first frequency spectra and determining from the 
comparison a condition of the network together include finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the thus-digitized 

5 combined first frequency spectra. 

80. The method of claim 79 wherein finding an optimum solution to 
the problem of comparison of the second frequency spectrum to the thus-digitized 
combined first frequency spectra includes teaching a neural network the thus-digitized 
combined first frequency spectra. 

10 81 . The method of claim 80 wherein finding an optimum solution to 

the problem of comparison of the second frequency spectrum to the thus-digitized 
combined first frequency spectra includes using a back propagation neural network to 
find an optimum solution to the problem of comparison of the second frequency 
spectrum to the thus-digitized combined first frequency spectra, 

15 82. The method of claim 8 1 wherein teaching a neural network the 

thus-digitized combined first frequency spectra and using a back propagation neural 
network to find an optimum solution to the problem of comparison of the second 
frequency spectrum to the thus-digitized combined first frequency spectra together 
include using a particle swarm optimizer to find an optimum solution to the problem of 

20 comparison of the second frequency spectrum to the thus-digitized combined first 
frequency spectra. 

83, Apparatus for establishing ingress into a network, the apparatus 
including a device for receiving frequency spectra, the device receiving at least one first 
frequency spectrum indicative of the condition of the network at a first time during the 

25 operation of the network, the device receiving a second frequency spectrum indicative of 
the condition of the network at a second, later time, the device further comparing the 
second frequency spectrum to the first frequency spectrum and determining from the 
comparison the condition of the network at the second time. 

84. The apparatus of claim 83 wherein the first frequency spectrum 
30 indicative of the condition of the network at a first time during the operation of the 
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network includes a first frequency spectrum indicative of a baseline condition of the 
network. 

85. The apparatus of claim 83 wherein the device for comparing the 
second frequency spectrum to the first frequency spectrum and determining from the 

5 comparison the condition of the network at the second time together include a device for 
finding an optimum solution to the problem of comparison of the second frequency 
spectrum to the first frequency spectrum. 

86. The apparatus of claim 85 wherein the device for finding an 
optimum solution to the problem of comparison of the second frequency spectrum to the 

10 first frequency spectrum includes a device for teaching a neural network the first 
frequency spectrum. 

87. The apparatus of claim 86 wherein the device for finding an 
optimum solution to the problem of comparison of the second frequency spectrum to the 
first frequency spectrum includes a device for using a back propagation neural network 

15 to find an optimum solution to the problem of comparison of the second frequency 
spectrum to the first frequency spectrum. 

88. The apparatus of claim 87 wherein the device for teaching a neural 
network the first frequency spectrum and using a back propagation neural network to 
find an optimum solution to the problem of comparison of the second frequency 

20 spectrum to the first frequency spectrum together include a device for using a particle 
swarm optimizer to find an optimum solution to the problem of comparison of the 
second frequency spectrum to the first frequency spectrum. 

89. The apparatus of claim 83 wherein the device further includes a 
device for digitizing the second frequency spectrum. 

25 90. The apparatus of claim 89 wherein the device for comparing the 

thus-digitized second frequency spectrum to the first frequency spectrum and 
determining from the comparison the condition of the network at the second time 
together include a device for finding an optimum solution to the problem of comparison 
of the thus-digitized second frequency spectrum to the first frequency spectrum. 
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91. The apparatus of claim 90 wherein the device for finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the first frequency spectrum includes a device for teaching a neural network 
the first frequency spectrum. 
5 92. The apparatus of claim 91 wherein the device for finding an 

optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the first frequency spectrum includes a device for using a back propagation 
neural network to find an optimum solution to the problem of comparison of the thus- 
digitized second frequency spectrum to the first frequency spectrum. 

10 93. The apparatus of claim 92 wherein the device for teaching a neural 

network the first frequency spectrum and using a back propagation neural network to 
find an optimum solution to the problem of comparison of the thus-digitized second 
frequency spectrum to the first frequency spectrum together include a device for using a 
particle swarm optimizer to find an optimum solution to the problem of comparison of 

15 the thus-digitized second frequency spectrum to the first frequency spectrum. 

94. The apparatus of claim 89 wherein the device for comparing the 
second frequency spectrum to the first frequency spectrum includes digitizing the first 
frequency spectrum. 

95. The apparatus of claim 94 wherein the device for comparing the 
20 thus-digitized second frequency spectrum to the thus-digitized first frequency spectrum 

and determining from the comparison a condition of the network together include a 
device for finding an optimum solution to the problem of comparison of the thus- 
digitized second frequency spectrum to the thus-digitized first frequency spectrum. 

96. The apparatus of claim 95 wherein the device for finding an 

25 optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the thus-digitized first frequency spectrum includes a device for teaching a 
neural network the thus-digitized first frequency spectrum. 

97. The apparatus of claim 96 wherein the device for finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 

30 spectrum to the thus-digitized first frequency spectrum includes a device for using a back 
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propagation neural network to find an optimum solution to the problem of comparison of 
the thus-digitized second frequency spectrum to the thus-digitized first frequency 
spectrum. 

98. The apparatus of claim 97 wherein the device for teaching a neural 
5 network the thus-digitized first frequency spectrum and using a back propagation neural 

network to find an optimum solution to the problem of comparison of the thus-digitized 
second frequency spectrum to the thus-digitized first frequency spectrum together 
include a device for using a particle swarm optimizer to find an optimum solution to the 
problem of comparison of the thus-digitized second frequency spectrum to the thus- 
10 digitized first frequency spectrum. 

99. The apparatus of claim 83 wherein the device for comparing the 
second frequency spectrum to the first frequency spectrum includes a device for 
digitizing the first frequency spectrum. 

100. The apparatus of claim 99 wherein the device for comparing the 
1 5 second frequency spectrum to the thus-digitized first frequency spectrum and 

determining from the comparison a condition of the network together include a device 
for finding an optimum solution to the problem of comparison of the second frequency 
spectrum to the thus-digitized first frequency spectrum. 

101. The apparatus of claim 1 00 wherein the device for finding an 

20 optimum solution to the problem of comparison of the second frequency spectrum to the 
thus-digitized first frequency spectrum includes a device for teaching a neural network 
the thus-digitized first frequency spectrum. 

102. The apparatus of claim 101 wherein the device for finding an 
optimum solution to the problem of comparison of the second frequency spectrum to the 

25 thus-digitized first frequency spectrum includes a device for using a back propagation 
neural network to find an optimum solution to the problem of comparison of the second 
frequency spectrum to the thus-digitized first frequency spectrum. 

103. The apparatus of claim 102 wherein the device for teaching a 
neural network the thus-digitized first frequency spectrum and using a back propagation 

30 neural network to find an optimum solution to the problem of comparison of the second 
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frequency spectrum to the thus-digitized first frequency spectrum together include a 
device for using a particle swarm optimizer to find an optimum solution to the problem 
of comparison of the second frequency spectrum to the thus-digitized first frequency 
spectrum. 

5 104. The apparatus of claim 83 wherein the at least one first frequency 

spectrum indicative of the condition of the network at a first time during the operation of 
the network includes multiple first frequency spectra indicative of the condition of the 
network at multiple first times during the operation of the network, and the device 
combines the multiple first frequency spectra prior to comparing the second frequency 

10 spectrum to the combined first frequency spectra. 

105. The apparatus of claim 104 wherein the combined first frequency 
spectra indicative of the condition of the network at multiple first times during the 
operation of the network include combined first frequency spectra indicative of a 
baseline condition of the network. 

15 106. The apparatus of claim 104 wherein the device for comparing the 

second frequency spectrum to the combined first frequency spectra and determining from 
the comparison the condition of the network at the second time together include a device 
for finding an optimum solution to the problem of comparison of the second frequency 
spectrum to the combined first frequency spectra. 

20 107. The apparatus of claim 1 06 wherein the device for finding an 

optimum solution to the problem of comparison of the second frequency spectrum to the 
combined first frequency spectra includes a device for teaching a neural network the 
combined first frequency spectra. 

108. The method of claim 107 wherein the device for finding an 

25 optimum solution to the problem of comparison of the second frequency spectrum to the 
combined first frequency spectra includes a device for using a back propagation neural 
network to find an optimum solution to the problem of comparison of the second 
frequency spectrum to the combined first frequency spectra. 

109. The apparatus of claim 108 wherein the device for teaching a 

30 neural network the combined first frequency spectra and using a back propagation neural 
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network to find an optimum solution to the problem of comparison of the second 
frequency spectrum to the combined first frequency spectra together include a device for 
using a particle swarm optimizer to find an optimum solution to the problem of 
comparison of the second frequency spectrum to the combined first frequency spectra. 
5 110. The apparatus of claim 104 wherein the device further includes a 

device for digitizing the second frequency spectrum. 

111. The apparatus of claim 110 wherein the device for comparing the 
thus-digitized second frequency spectrum to the combined first frequency spectra and 
determining from the comparison the condition of the network at the second time 

1 0 together include a device for finding an optimum solution to the problem of comparison 
of the thus-digitized second frequency spectrum to the combined first frequency spectra. 

112. The apparatus of claim 111 wherein the device for finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the combined first frequency spectra includes a device for teaching a neural 

1 5 network the combined first frequency spectra. 

113. The apparatus of claim 112 wherein the device for finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the combined first frequency spectra includes a device for using a back 
propagation neural network to find an optimum solution to the problem of comparison of 

20 the thus-digitized second frequency spectrum to the combined first frequency spectra. 

114. The apparatus of claim 113 wherein the device for teaching a 
neural network the combined first frequency spectra and using a back propagation neural 
network to find an optimum solution to the problem of comparison of the thus-digitized 
second frequency spectrum to the combined first frequency spectra together include a 

25 device for using a particle swarm optimizer to find an optimum solution to the problem 
of comparison of the thus-digitized second frequency spectrum to the combined first 
frequency spectra. 

115. The apparatus of claim 110 wherein the device for comparing the 
second frequency spectrum to the combined first frequency spectra includes a device for 

30 digitizing the first frequency spectra. 
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116. The apparatus of claim 115 wherein the device for comparing the 
thus-digitized second frequency spectrum to the thus-digitized combined first frequency 
spectra and determining from the comparison a condition of the network together include 
a device for finding an optimum solution to the problem of comparison of the thus- 

5 digitized second frequency spectrum to the thus-digitized combined first frequency 
spectra. 

117. The apparatus of claim 116 wherein the device for finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the thus-digitized combined first frequency spectra includes a device for 

10 teaching a neural network the thus-digitized combined first frequency spectra. 

118. The apparatus of claim 117 wherein the device for finding an 
optimum solution to the problem of comparison of the thus-digitized second frequency 
spectrum to the thus-digitized combined first frequency spectra includes a device for 
using a back propagation neural network to find an optimum solution to the problem of 

15 comparison of the thus-digitized second frequency spectrum to the thus-digitized 
combined first frequency spectra. 

119. The apparatus of claim 118 wherein the device for teaching a 
neural network the thus-digitized combined first frequency spectra and using a back 
propagation neural network to find an optimum solution to the problem of comparison of 

20 the thus-digitized second frequency spectrum to the thus-digitized combined first 

frequency spectra together include a device for using a particle swarm optimizer to find 
an optimum solution to the problem of comparison of the thus-digitized second 
frequency spectrum to the thus-digitized combined first frequency spectra. 

120. The apparatus of claim 104 wherein the device for comparing the 
25 second frequency spectrum to the combined first frequency spectra includes a device for 

digitizing the combined first frequency spectra. 

121. The apparatus of claim 1 20 wherein the device for comparing the 
second frequency spectrum to the thus-digitized combined first frequency spectra and 
determining from the comparison a condition of the network together include a device 
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for finding an optimum solution to the problem of comparison of the second frequency 
spectrum to the thus-digitized combined first frequency spectra. 

122. The apparatus of claim 121 wherein the device for finding an 
optimum solution to the problem of comparison of the second frequency spectrum to the 

5 thus-digitized combined first frequency spectra includes a device for teaching a neural 
network the thus-digitized combined first frequency spectra. 

123. The apparatus of claim 122 wherein the device for finding an 
optimum solution to the problem of comparison of the second frequency spectrum to the 
thus-digitized combined first frequency spectra includes a device for using a back 

1 0 propagation neural network to find an optimum solution to the problem of comparison of 
the second frequency spectrum to the thus-digitized combined first frequency spectra. 

124. The apparatus of claim 123 wherein the device for teaching a 
neural network the thus-digitized combined first frequency spectra and using a back 
propagation neural network to find an optimum solution to the problem of comparison of 

15 the second frequency spectrum to the thus-digitized combined first frequency spectra 
together include a device for using a particle swarm optimizer to find an optimum 
solution to the problem of comparison of the second frequency spectrum to the thus- 
digitized combined first frequency spectra. 
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Abstract of the Disclosure 

A method of identifying a source of ingress into a network includes 
storing frequency spectra of known sources of ingress, comparing the frequency 

5 spectrum of ingress to the frequency spectra of known sources of ingress, and 

determining from the comparison which of the frequency spectra of known sources of 
ingress is closest to the frequency spectrum of the ingress. Apparatus for identifying a 
source of ingress into a network includes memory for storing frequency spectra of known 
sources of ingress and a device for comparing the frequency spectrum of the ingress to 

10 frequency spectra of known sources of ingress and determining from the comparison 
which frequency spectrum of a known source of ingress is closest to the frequency 
spectrum of the ingress. A method of establishing ingress into a network includes 
developing a first frequency spectrum indicative of the condition of the network at a first 
time during the operation of the network, developing a second frequency spectrum 

15 indicative of the condition of the network at a second, later time, comparing the second 
frequency spectrum to the first frequency spectrum, and determining from the 
comparison a condition of the network at the second time. Apparatus for establishing 
ingress into a network includes a device for receiving frequency spectra. The device 
receives at least one first frequency spectrum indicative of the condition of the network 

20 at a first time during the operation of the network, and a second frequency spectrum 

indicative of the condition of the network at a second, later time. The device compares 
the second frequency spectrum to the first frequency spectrum and determines from the 
comparison the condition of the network at the second time. 
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first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for 

which a patent is sought on the invention entitled 



the specification of which 
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□ was filed on as United States Application No. or PCT International 

Application Number 

and was amended on 

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above identified specification, 
including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose to the United States Patent and Trademark Office all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or 
Section 365(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(a) of 
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I hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States provisional 



application(s) listed below: 




60/144,678 


7/20/99 


(Application Serial No.) 


(Filing Date) 


(Application Serial No.) 


(Filing Date) 


(Application Serial No.) 


(Filing Date) 



I hereby claim the benefit under 35 U. S. C. Section 120 of any United States appiication(s), or 
Section 365(c) of any PCT International application designating the United States, listed below and, 
insofar as the subject matter of each of the claims of this application is not disclosed in the prior 
United States or PCT International application in the manner provided by the first paragraph of 35 
U.S.C. Section 112, I acknowledge the duty to disclose to the United States Patent and Trademark 
Office all information known to me to be material to patentability as defined in Title 37, C. F. R., 
Section 1.56 which became available between the filing date of the prior application and the national 
or PCT International filing date of this application: 



(Application Serial No.) 


(Filing Date) 


(Status) 






(patented, pending, abandoned) 


(Application Serial No.) 


(Filing Date) 


(Status) 






(patented, pending, abandoned) 


(Application Serial No.) 


(Filing Date) 


(Status) 






(patented, pending, abandoned) 



I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like so made are punishable by 
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such 
willful false statements may jeopardize the validity of the application or any patent issued thereon. 
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agent(s) to prosecute this application and transact all business in the Patent and Trademark Office 
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Indianapolis, Indiana 46204 



Direct Telephone Calls to: (name and telephone number) 
Richard D. Conard (317) 231-7285 
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